PoccuincKoe pelueHue

ana 6e3onacHom pab6oTbl COTPYAHUKOB
SurfSecure B ceT NHTepHeT

ONMMCAHWME

> OrpaHMuYMBaeT AOCTYM K HexenaTenbHbiM > BnoKunpyeT 3arpy3Ky HexxenaTenbHbiX GalioB
cavTam, MPUAOKEHWAM U COLIMANbHbBIM CETAM N APUNOXKEHWW 13 ceTU MIHTepHET

> BNoKMpYyeT AOCTYMN K BPeaoHOCHbIM canTamM > ObecneymBaeT OTKa30yCTOMYMBOCTb CUCTEMbI

> [NpoBepsdeT Ganibl Ha BPeOOHOCHbIN Kofd, > [loapepymBaeT CTabunbHbIM AOCTYM K cCanTam
BMPYCbIl, TOOAHbI Mpn 6oMNbLLKVX Harpy3Kax

I_BZOW rony BUpyc-LmndbpoBanblUvK Petya 3apa3nn koMnbtoTepbl 80 MpeanpuaTig
Poccuu 1 YkpauHbl. Petya 6nokuposan 3arpysky Windows 1 TpeboBan Bbikyr.
AHTUBUPYC He NoMoran. Petya NpoHKWKan Yepes GULLMHIOBYIO PACChIKY: MO BUOOM
couckKaTenemn 3M0yMblLUNEHHWKM OTMPaBUN MUCbMa, FOe COAePXKanacb CCblIka Ha
pestome. BMeCTo pestome Mo CChifTIke HaxXoaMMCH CaMOpacnaKoBbIBatOLLMINCH apX1B
C BUPYCcoM Petya. Korga pestoMe mblTancb OTKPbITh, Petya MpoHWKan B KOMMbIOTEP.
[na 3aWuThl OT BMpYyCca Petya 1 MOA0OHbBIX eMy YIPO3 KOMMaHWM BHEAPSOT CUCTEMDI
KOHTPONA PaboTbl COTPYAHUKOB B CETU MIHTEPHET. Takue pelleHus 610KMPYoT
0OCTYMN K BPEAOHOCHbBIM CCbllTKaM, OrPaHUYMBaOT BO3MOXXHOCTM CKaYymBaTb Ganibl.

BO3IMOXHOCTN CNCTEMDbI

AOMVHWCTPATOP CETY MOSyYaeT LeHTPaNM30BaHHY O MHOFOGYHKLIMOHaNbHYIO CUCTEMY KOHTPOMA
33 UHTEPHET-TPAaBUKOM.

3alumTa CETU OT XaKePCKMX aTaK

310YMBbILIAEHHUKM MacKMpyIoT dalnibl ¢ BUpycaMim nod 6e3onacHble. Korga coTpyaHmMK OTKpbIBaeT Gali,
3aPaXKEHHDIM BUPYCOM, 3/T0YMbILLINIEHHMK MPOHKWKAET B CETb KOMMaHMW. MHOroypoBHeBas aHT/BMPYCHad
3alumTa SurfSecure ckaHupyeT Bce dasbl, KOTOPbIe COTPYAHUKIM 3arpy>KatoT 13 ceTh IHTepHeT.
HdononHuTenbHo, y SurfSecure ecTb BO3MOYXHOCTb 3aMpeTuTb COTPYAHMKAaM CKauymMBaTb harbl.

6-cal OHMNaMH-aTakK
CoTpyLOHWKU MPEanPUATUS MOMyYatoT MMUCbMa CO CCbITIKaMK Ha BEO-CanThbI. conepxant
YacTb cchiTok BeAET Ha BpenoHocHble URL-aapeca. SurfSecure coaepyxut BPEeOoHOCHbIE
exxenHeBHO obHoBAgeMyto 6a3y 13 500 MH BpeaoHocHbIx URL-agpecos. URL-agpeca
Korpa SurfSecure obHapy)KmMBaeT 3apaykéHHbin URL-agpec, oH 6/10K1pyeT
(MCTOYHMK OaHHbIX:
OOCTYIM COTPYAHWKA. Kaspersky) |

KOHTpPOb 3aHATOCTU COTPYLAHUNKOB

[nda CHMXeHWA NPoCcToeB B paboTe COTPYAHMKOB KOMMaHWW OrpaHnNYMBatoT 4OCTYM K HEXenaTenbHbIM
pecypcam B ceTu MHTepHeT. SurfSecure 6nokMpyeT AoCTyN K calTaM 1 colceTam (OgHoKAaccHWKM, Mail.ru,
BKoHTakTe, Facebook), aHoHMMan3epam, MecceHmxepam (Viber, Whatsapp v ap), darnoobMeHHbIM
pecypcam B COOTBETCTBUM C MOAUTUKAMU NPeanpPUATUS. HacTpoWKKM MO3BOASIOT OrPaHNYMTb SOCTYMN 419
BCEX COTPYAHWMKOB, FRYMNMN MW OTAENbHbBIX TNLL.



BbicTpbIv AOCTYM K ceTU NHTepHET

Icnonb3oBaHMe MeCCeHOKePOoB, I_Ipl/IJ'IOH-(eHVIl;I, CaWTOB M COLManbHbIX CETEM YCUITNBAET Harpy3Ky Ha CeTb.
CKOPOCTb A0OCTYMa K Beb-canTaM cHWKaeTcsa. SurfSecure OorpaHn4YmBaeT JOCTYT K HeXXeJlaTe/IbHbIM cavTam,
MPUITOXKEHWAM, d>a|7|r|a|v|, TEM CaMbIM MO3BOSFAET MCMOMb30BaTb PECYPCHI B CETU VMIHTEPHET A/19 BbINO/IHEH S
[EeNCTBUTENbHO BayKHbIX 3a4a4 BCceraa, Korga 3To Heobxoammo. CuctemMa rnossosisaer OorpaHN4YmMTb 4OCTYM K
pecypcamM B ceTn VIHTepHET ANd BCeEX COTPYAHWMKOB, 419 OTAEbHbIX FPYMM, A9 OTAEbHbIX 1ML, BCTpoeHHoe
KoaWnpoBaHMe JaHHbIX YCKOPAET JOCTYMN K Y4aCTO NCMOb3yeMbIM CTPaHWLaM.

NHTerpaums c peeHaMm CTOPOHHUX I'IpOl/I3BOD,VITeJ'Ie§I

KonmyecTBo MHCTPYMEHTOB M CMOCOOOB MHTEPHET-aTaK MOCTOAHHO PACTET. EAMHOM 3aLLMTbl OT BCEX TUMOB
aTak He cyllecTByeT. [1na ycuneHus 6e3onacHOCTY peKoMeHOyeTcs NpoBepaTb BE6-TPadUK HECKOTbKUMM
pelleHnamMuy 6esonacHocT. SurfSecure nogaepymBaeT NpoTtokon ICAP ong nHTerpaLmy ¢ peleHnamm
ceTeBoM 6e30MacHOCT CTOPOHHMX MPoM3BoAMUTENEN. DTO 06ECcneyYmBaeT LeNOCTHbIM KOHTPOMb CEeTeBOM
6e30MacHOCTU Ha MpeanpPUaTUA.

MNpon3BOAUTENBHOCTb CETU

PocT Yncna nonb3oBaTesiel, CepBepOoB YBENMUMT HarpysKy Ha CETb. DTO CKayeTCa Ha CKOPOCTW Nepedadm
OaHHbIX. B SurfSecure BcTpoeHa cucteMa 6anaHCUMpoBKM Harpy3kmM, KoTopad 06ecrnedmT CTabunbHyo
nepenaYy AaHHbIX MPW yBEeNMYEHMI YMcia Nosib3oBaTenei.

MPEMMYLLECTBA

CTabunbHasa paboTa 1 BbicoKas BcTpoeHHada 6anaHcMpoBKa 500 mnH URL-agpecos B 6a3ze,
CKOPOCTb Nepefaymn AaHHbIX HarpysKku. PeanmsoBaHbl oBHOBMAEMOW exxeqHeBHO,
npv ofHOBPEMEeHHOW paboTe HECKOJ/IbKO aNropuUTMOB 3alLUMLLAKOT KOMMaHMM

B ceTu > 10 000 monb3oBaTenewm pacnpeneneHmnsa HarpyskKm OT 6O/bLUMHCTBA aTak Yepes

3apakeHHble BeO-canThl

O KOMITAHWI

ITD Group ocHoBaHa B 2007 rogy. lNpoaBuraeT peleHa KOMMIIEKCHOM MHPOPMaLVMIOHHOM 3aLLUMTbl AaHHbIX
VI KOMTbBIOTEPHbIX CETEM OT CTOPOHH KX Npoun3BoanTenein B Poccrim 1 CHI. ABnaetca AMcTprubboTOpOM
pelleHUi KOPNopPaTUBHbBIX CUCTEM MHBOPMaLIMOHHOW 6e30MacHOCTU.

Pa3pabaTbiBaeT COOCTBEHHbIE pelLleHs KaTeropui:

> Be3onacHbIM OoCTyn B MIHTepHET

> 3allMTa KopropaTUMBHOM MHGOPMaLMM

> OgHOHamnpaBneHHada nepefaYa AaHHbIX 419 KPUTUYECKOM MHPPACTPYKTYPbI
> OnepaTuBHOE yrpaBneHme bM3HecoM 1 NpeaoTBpalleHe MoLLeHHMYecTBa

MoppobHee o pelueHUn: www.surfsecure.ru
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